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Shibboleth

."The Gileadites captured the fords of the Jordan Ieadlng Ephraim and
whenever a survivour of Ephralm said, "Let me go over;" the men of
Gilead asked him, "Are you an Ephraimijte?" If he replied, "No," they said,
All right, say 'Shibboleth'." If he said, "Slbboleth "becalse he could not
pronounce the word correctly, they seized him and killed him at the fords
of the Jordan. For X/two thoUsand Ephraimites were killed at that time."
(Judges 12:5-6

-http://en.wikipedia.org/wiki/Shibboleth



Shibboleth

.Shibboleth is an Internet2 Middleware Initiative project that has created
an architecture and open-source implementation for federated identity-
based authentication and authorization infrastructure based on SAML.
Federated identity allows for information about users in one security
domain to be provided to other organizations in a common federation.
This allows for cross-domain singlé sign-on and removes the need for
content providers to maintain usernames and passwords. Identity :
providers (IdP. s? supply user information, while service E)rowders (SP's)
consume this information and gate access to secure content.

-http://en.wikipedia.org/wiki/Shibboleth_(Internet2)



ProC Shibboleth

. Standardni technologie pro webovou
federativni autentikaci

. Snizuje naroky na spravu pristupu ke zdrojum
s autetikovanym pristupem

. ZvysSuje bezpecnost diky vytvoreni Single-
Sign-On prostredi

. Jednoduché reseni pro velke | male instituce



Zakladni princip
> Kazdy uzivatel ma domovskou organizaci, u ktere je

autentikovan — ldentity Provider IdP

o> Provozovatelé sluzeb — Service Providers —
vyuzivaji autentikace u IdP

> Zachovana anonymita uzivatele — uzivatel je
identifikovan docasnym ID

> Bezpecnostni kontext ulozeny v cookie

> Sluzba WAYF jako prostrednik mezi IdP a SP
provozovana v ramci Shibboleth federace
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Typicke vyuziti

> Informacni zdroje a systémy pro
knihovny

> E-learning systémy
- Gridy



Poskytovatele databazi

- Podporuji: EBSCO, JSTOR, Elsevier,
Thomson Gale, OCLC,

Pfipravuji podporu: Proquest, CSA, Ovid



Systemy

> Knihovni: Metalib, SFX, Fedora, EZProxy

> E-learning: Moodle, Blackboard,
Digitalbrain, Bodington, WebCT, ILIAS

> Jine: TWiki



Shibboleth ve svéte

 Finsko, USA, Svycarsko, Velka Britanie,
Francie, Dansko



Finsko

. Federace Haka

. Shibboleth 1.2.1

. 8 Instituci jako IdP, 8 SP (Nelli portal, Moodle
@ Tampere University)



Velka Britanie

> JISC planuje nahradit Athens pomoci
Shibboleth do 2008

> Federace SDSS, 10 instituci jako IdP, 17
projektu jako IdP nebo SP, 13 SP



Technologie

o SAML
> LDAP
> Zakladni sada atributu eduPerson

> Baliky pro IdP a SP pro ruzné platformy volné
ke stazeni ze stranek Internet2

> Shibboleth 1.1 (1.2, 1.3), pfipravuje se 2.0



Ke studiu

= http://shibboleth.internet2.edu/

- https://authdev.it.ohio-state.edu/twiki/bin/view/Shibboleth/\WebHome

> http://lwww.switch.ch/aai/documents/

> http://www.lupa.cz/clanky/shibboleth/

e http://www.cesnet.cz/projekt/09/

e https://authdev.it.ohio-

state.edu/twiki/bin/view/Shibboleth/ShibTwoRoadmap



Shibboleth v CR

> prelom 2005/2006 pracovni skupina pri Cesnet
(AAl a mobilita, Milan Sova)

> brezen 2006 prvni setkani pracovni skupiny

> plan 2006: zkusebni nasazeni, zalozeni
federace, dohodnuti skupiny atributu, spusténi
WAYF na serveru Cesnetu



Vyzkousejte si

. http://www.switch.ch/aai/demo
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